1. Create Entra App Registration

1. Signinto the Microsoft Entra admin center.

2. Navigate to App registrations and select + New registration.

Microsoft Entra admin center SO Search resources, services, and docs (G

Devices Home ° App registrations °> Prism [

Agent ID (Preview) App I‘Egistl‘a‘tions =

Enterprise apps
-+ MNew registration @ Endpoints 4

IEB App registrations I

.f|o

Roles & admins o Starting June 30th, 2020 we will no lor
and security updates but we will no lo

3. Setthe Name (e.g., Prism Emal Router).

4. Select Accounts in this organizational directory only and click Register.

Microsoft Entra admin center 2 Search resources, services, and docs (G+/)  Copilot

Home ° App registrations * Prism Email Router App 1 * App registrations

ﬂ‘ Home . . .

Register an application
& Entra agents

*
+ Favorites N Name

_Lhe user-facing disnlav name for this application (this can be changed later).

4% EntralD f | Prism Email Routeri
@ Qwerview

Supported account types
R Users

Who can use this application or access this API?
' Groups @ Accounts in this organizational directory only (Cirrus Nova only - Single tenant)
B Devices O Accounts in any crganizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
Agent ID (Preview) accounts (e.g. Skype, Xbox)

O Perzonal Microsoft accounts only
@ Enterprise apps

Help me choose...

I B  App registrations
o
Roles & admins . .

= Redirect URI (optional)
&4 Delegated admin partners We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is

optional and it can be changed later, but a value is required for mast authentication scenarios.
@ Domain services

Select a platform ~ e.g. https://example.com/auth

¥ Conditional Access

By proceeding, you agree to the Microsoft Platform Policies '
@ Multifactor authentication

-
<«



https://entra.microsoft.com/

.
A\ |
5. Onthe overview screen: Note the Application (client) ID and Directory (tenant) ID.
These will be used later in the Prism Email Router profile setup

Display name
Prism Email Router

Application (client) ID

8dbd iC
Object ID

120a; ]
Directory (tenant) 1D

Sbe7 'd

Supported account types
My organization only

2. Configure APl Permissions

Because this app acts as a service without user intervention, you must use Application
Permissions.

1. Select APl permissions >+ Add a permission.

&2 Branding & properties

3) Authentication (Preview) Conﬂgured permissions

Certificates & secrats Appllcatlons_ ar.e authonzed_to ;all AP
all the permissions the application nes
:|' Token configuration

I + Add a permission I\/ Grant a

I-E" APl permissions I

& Expose an API APl / Permissions name

82 Approles ~ Microsoft Graph (1)

& Owners User.Read



2. Select Microsoft Graph > Application permissions.

{ All APIs
@} Microsoft Graph
https:.//graph.microseft.com/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the 4P| as the
signed-in user.

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

3. Search for and select:

o Mail.ReadWrite: Allows the app to read, create, update, and delete emailin all
mailboxes.

o Mail.Send: Allows the app to send email from any mailbox.

Select permissions exp
”,’3 mail. I
Permission Admin consent required

N Mail (2)
Mail.Read O

I:‘ Yes
Read mail in all mailboxes
Mail.ReadBasic O

I:‘ Yes
Read basic mail in all mailboxes
Mail.ReadBasic.All O

l:‘ . L . Yes
Read basic mail in all mailboxes

- Mail.ReadWrite @

Yes
Read and write mail in all mailboxes
Mail.Send @

; Yes
Send mail as any user

> User-Mail

4. Click Add permissions.

5. Admin Consent: Click Grant admin consent for [Your Org] at the top of the list. The
Status column must show a green checkmark after you click the button.



~ Add a permission | ~/ Grant admin consent for

APl / Permissions name Type Description Admin consent... Status

v Microsoft Graph (3) weu
Mail ReadWrite Application Read and write ... Yes @ | Granted for ces
Mail.Send Application  Send mail as an... Yes @ | Granted for wee
User.Read Delegated  Signin and rea... No @ | Granted for sen

3. Client Secret

The Secret Value is the credential used in Prism Email Router to prove its identity to Entra.
Creating a Secret

1. Go to Certificates & secrets > Client secrets > + New client secret.

# Diagnose and solve problems
0- Application registration certificates, secrets and federated credentials ca
Manage

T Branding & properties ) .
Certificates (0) Client secrets (0) Federated credentials (0)

—f’) Authentication (Preview)

A secret string that the application uses to prove its identity when reque
Certificates & secrets

il Token configuration -+ New client secret

= APl permissions Description Expires
& Expose an AP|

No client secrets have been created for this application.

=8 Ann rnlac

2. Setadescription and an expiry (e.g., 12 months), then click Add

Add a client secret X
Description | Secret 1 |
Expires | 365 days (12 months) v |

3. Copy the Value immediately. This is the only time it will be visible. If you lose it, you
will need to create another secret.



Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application pa

—~+ New client secret

Description Expires Value @ Copied acn

Secret 1 11/02/2027 Zd8 p5w...e‘le8f§

4. Prism Email Router Graph Profile

Using the Client ID and Tenant ID noted at Stage 1, and the Secret Value noted in Stage
3, we can now configure the Graph Profile in Prism Email Router

1. Open Prism Email Router and select the Graph Profile tab
2. Click Add Profile

3. Set a Profile Name. Setting it to the same as the Entra application name from
stage 1 may help you identify the application in Entra when needed.

4. Copythe Client ID, Tenant ID and Secret noted earlier into the relevant fields

Add Graph Profile - >
Profile Name: Prism Email Router 1
Client 1D 8de i
Client Secret: L L L T L I L T L L T T T T T I
Tenant 10: E d
Graph Endpaoint: Microsoft Graph global service e
Secret Expiry: B 11/02/2027 @
Send Rate Limit: (] [30 - | Only increase this from 30 # Microsoft
have granted your app a higher limit
Test Connection Cancel




5. For most users, Graph Endpoint can be left as Global Service. If you are using a
Government environment, please select the relevant endpoint.

6. Make a note of your Secret Expiry. You will need to generate a new secret by
repeating step 3 and updating this profile before the current secret expires.

7. Click Test Connection to verify that the credentials are correct

8. Save to create the profile.

This completes the Graph Profile configuration for Prism Email Router



